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"Yes, Social Media Really Is Undermining Democracy”
- Headline, Atlantic, July 28, 20221

“Don’t Be So Certain That Social Media Is Undermining Democracy”
- Headline, Daily Beast, Aug. 11, 20222

Social media has a complicated relationship with democracy. In 2022, Pew Research
Center surveyed citizens in 19 advanced economies, to ask their opinions of social
media. A majority (57%) said that social media has been more of a ‘good thing’ for
democracy in their country, citing that social media has made users more informed
about politics at home and abroad, and more accepting of people from different
ethnic groups, regions, and races (Pew 2022). The rest responded that social media
has been a “bad thing’ for democracy, and in the US — which has had significant
problems with disinformation in politics — the pattern is reversed. Meanwhile, all
respondents report that access to social media and the internet has made people
easier to manipulate with false information and rumors (84%), and divided in their
politics (74%).3

Social media is neither democratic or undemocratic, however, it is an arena where
different actors can both promote and undermine democratization (Theocharis et a
2017). Yet there is ample evidence that disinformation4 on social media is disrupting
democratic elections all over the world (Persily and Tucker 2017). Democracy is also
built on a foundation of norms and trust in democratic institutions, where elections

T https://www.theatlantic.com/ideas/archive/2022/07/social-media-harm-facebook-meta-response/
670975/

2 https://www.thedailybeast.com/dont-be-so-certain-that-social-media-is-undermining-democracy

3 https://www.pewresearch.org/global/2022/12/06/social-media-seen-as-mostly-good-for-democracy-
across-many-nations-but-u-s-is-a-major-outlier/?
utm_content=bufferbb1d1&utm_medium=social&utm_source=twitter.com&utm_campaign=buffer

4 Misinformation is defined as false information that is unintentionally shared, while disinformation is
false information that is deliberately shared (and fake news is disinformation that resembles journalism)
(Tucker 2018).



are the defining characteristic of the democratic process. Increasingly we worry that
disinformation campaigns can undermine democratic elections’ ability to ensure fair
competition, representation, and accountability. The extent to which disinformation
on social media undermines democratic institutions also has severe implications for
the ‘success’ of democratic backsliding (Margetts 2019).

This chapter outlines various ways disinformation can negatively impact democratic
elections. First, disinformation narratives try to influence elections, by spreading false
information about the voting process, or targeting voters, candidates, or parties to
alter the outcome. Second, disinformation undermines trust in the integrity of the
electoral process (from the ability to have free and fair elections, to expectations
about the peaceful transfer of power), which can then erode trust in democracy.
Further, this chapter also highlights threats to democracy that originate from within —
namely, disinformation about democratic elections that is being created and shared
by democratic leaders and elites, increasing the reach and false credibility of such
false narratives. Finally, the chapter concludes by offering concrete steps to mitigate
the impact of disinformation on elections.

I. Disinformation to Manipulate Elections

“We're making a Woman's Vote Worth more by Staying Home #LetWomenDecide
#NoMenMidterm”
- Example of voter suppression post from the 2020 US Midterm Election®

“Even the Pope admires Duterte and so do the Filipino”
- Example of a fake endorsement in the 2016 Presidential Election in the
Philippines ¢

Democracy requires active participation in democratic elections by informed citizens
(Manin 1997; Przeworski et al 1999). Fears that voters are too uniformed to
meaningfullly participate in democratic politics is as old as democracy itself, but now
voters might be purposefully and strategically misinformed on a mass scale. McKay
and Tenove (2021) also argue that disinformation threatens democracy by

5 https://www.nytimes.com/2018/11/04/us/politics/election-misinformation-facebook.html

6 Original post: https://www.facebook.com/papalvisitph/photos/
a.321295728024881.1073741828.321279424693178/566912616796523/?type=3; https://
www.philstar.com/headlines/2016/03/24/1566269/papal-visit-organizers-deny-popes-endorsement-
duterte
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https://www.philstar.com/headlines/2016/03/24/1566269/papal-visit-organizers-deny-popes-endorsement-duterte
https://www.philstar.com/headlines/2016/03/24/1566269/papal-visit-organizers-deny-popes-endorsement-duterte

undermining citizens’ capability to communicate on the basis of “facts and logic,
moral respect, and democratic inclusion.” This is also in part because many core
democratic institutions — such as parties, organized interests, and mainstream media
— are being challenged by social media and digital platforms (Persily and Tucker
2020). Democratic election campaigns are now reliant on the use of social media,
including Twitter (Jungherr 2015) and Facebook (Aral 2020), all of which are
vulnerable to disinformation.

Disinformation is used manipulate elections, namely in 1) the use of disinformation to
target the voting process (election interference), and 2) disinformation that targets
election outcomes, originating both domestically and from foreign actors (election
influence).

The most direct attack on the democratic process is fake content created to disrupt
political participation in the election — either by giving voters incorrect information
about when, where, and how to vote, or engaging in voter suppression tactics
designed to depress the turnout of specific groups in society. For example, in the
United States, voter suppression posts and digital ads were documented in the 2016,
2018, and 2020 US elections (Howard et al 2018, DiResta et al 2019, Ashok 2019,
Vandewalker 2020). Such attempts took many forms — some forms of disinformation
were less sophisticated than others, and are more obviously fake to the casual viewer;
for example, the hashtag #votenovember7th (Kim 2018), or posts encouraging men
to stay home so women votes could “count more” (Roose 2018). But some
sophisticated posts included incorrect information about voting, other posts
encouraged minority groups to refrain from participating, and some posts even
focused on voter intimidation using threats of violence.

Initially concerns about wide scale voter suppression related to foreign interference,
thanks to the Russian IRA's efforts in using disinformation to influence the 2016 US
presidential election. However, the IRA did not rely on explicit voter suppression.
Cirone and Hobbs (2023) use automated text analysis and hand coding to construct a
timeline of IRA messaging on Twitter during the 2016 US presidential campaign. They
found that direct forms of voter suppression, especially tweets encouraging election
boycotts or discouraging users to vote, by IRA accounts was rare. Instead, election
interference campaigns are propagated by domestic actors, and we should be should
be worried about the increase in use of such tactics. In particular, communities of
color and other historically marginalized groups are being targeted by election
falsehoods (Wooley 2022). These voters are under constant threat from
disinformation, both online and and via messaging apps. Disinformation is also being



presented in different languages, where there are fewer fact checking resources and
reliable sources of information.

Disinformation campaigns to manipulate elections can also focus on discrediting
candidates or parties, or presenting false information about policies or platforms.
These are organized by domestic actors (including political elites, citizens, and even
the media) within a country, to advance partisan interests (Benkler et al. 2018; Watts
and Rothschild 2017). A recent Freedom House Report found that domestic digital
interference affected 88% of countries that held elections or referendums from June
2018 through May 2020.7 Bradshaw and Howard (2019) similarly found evidence of
organized social media manipulation campaigns in 70 countries as of 2019, where at
least one party is using social media to shape domestic attitudes. In 52 of the
countries, cyber troops used disinformation to mislead users, and in 45 of the
countries activities were focused on elections. This involved building an army of
government or partisan actors who use strategies such as bots, trolls, or the illegal
harvest of data to bully political opposition or journalists online; such cyber armies
can also be assembled with minimum investment in infrastructure or personnel. The
authors noted that Facebook is the dominant platform for such activity, though other
studies have found that disinformation via social media or messaging apps is now
playing a disruptive role in elections in developing countries, such Nigeria
(Cheesman et al 2020) or India and Brazil (Melo et al 2020, Pereira et al 2022).

One example comes from the 2016 presidential campaign in the Philippines, which
was considered the first ‘social media election.’ Then-candidate Rodrigo Duterte used
an extensive media campaign to amplify his message and smear opponents on
Facebook, the predominant social media platform (Quitzon, 2021). As a result of his
systematic disinformation campaign, Duterte was the subject of 64 percent of all
Philippine election-related conversations on the site the month before the election
(Etter, 2017). Now as President, Duterte has created an organized digital army of trolls
and bots who use disinformation to manipulate voters, attack his political opponents,
undermine national newspapers, and intimidate voters, all using a network of real and
fake Facebook pages. Fatima Gaw, assistant professor at the University of the
Philippines (UP) Diliman, wrote that Duterte aims to “institutionalize disinformation at
the state level” (Toquero 2022). The main opposition party has copied many of these
strategies in response; thus disinformation narratives also helped to distort the 2022
presidential election (Grounds and Koff 2022). Politicians in Brazil and India have

7 See https://freedomhouse.org/report/freedom-on-the-net/2019/the-crisis-of-social-media/digital-

election-interference
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adopted similar techniques to target voters with disinformation to win elections (Sen
and Faris 2021).

Finally, election influence activities can come from foreign interference — meaning
anti-democratic actors are using social media disinformation to attack and influence
democratic elections in other countries. In the 2016 election, Russian IRA trolls tried to
divide the American public via divisive, conspiratorial, and partisan content (Howard
et al 2019), though this was for the most part unsuccessful.8 Since then, US has faced
foreign interference attempts from Russia, China, Cuba, Iran, and Venezuela, among
others (National Intelligence Council 2021). Recently, China has been found to be
engaging in foreign influence campaigns using Facebook, Twitter, and YouTube. Such
campaigns are wide ranging —in 2019, the Chinese government used social media to
paint pro-democratic figures in Hong Kong as radical and dangerous (Lee Myers and
Mozur 2019) in order to influence the 2020 elections in Taiwan (Quirk 2021). In the
2020 US Election, network of China-linked accounts on Twitter were posting negative
political messages about Biden and Trump, claims of electoral fraud, and amplifying
conspiracy related content about the Jan 6 insurrection (Crime and Security Research
Institute 2021).

Il. Trust in Democratic Elections

“#Wahlbetrug!”
- German hashtag meaning election fraud, used almost 5,000 times on twitter
within 24 hours of the June 6, 2021 election in Germany?

Free and fair elections are a minimum requirement of a functioning democracy, but
the health of the regime also requires faith in democratic institutions. Citizens must
trust that elections are free and fair, and that the opposition will honor the outcome;
this trust should also be non-partisan. Such democratic norms provide the foundation
for citizens’ conception of democracy (Davis, Goidel, and Zhao, 2020). Public trust in
elections is also vital for regime legitimacy (Norris, 2014), and if it erodes, the
democratic compact can unwind (Anderson et al., 2005). Recently, many argue the
commitment of leaders to democratic norms is also declining Levitsky and Ziblatt
(2018) and citizens may become desensitized to democratic norm violations
(Arceneaux and Truex 2022).

8 A number of studies have found that exposure to IRA content on didn’t fundamentally change users’
political beliefs or attitudes (Tucker et al 2023, Eady et al 2023, Bail et al 2020).

? https://www.politico.eu/article/germany-election-misinformation-afd-far-right-voters-social-media/



The media — and now social media — has a direct impact on citizens’ perceptions of
democratic politics. If social media narratives paint politics as dysfunctional, and
enable widespread disinformation about the legitimacy of elections, it erodes trust
and confidence in the democratic process (Coleman 2012, Belanger 2017). Social
media can also provide a platform for and reinforce norm violations regarding
democracy. Here, | focus on a specific tactic of disinformation that undermines faith in
democratic elections — narratives about electoral integrity. Narratives that sow doubt
in the electoral process can be propagated by domestic actors (in particular,
politicians who are losing and want to promote electoral fraud for political gain) or by
coordinated, foreign interference campaigns (who seek to destabilize democracy).

One key example is the #StopTheSteal movement in the United States. The Trump
president (2016-2020) embarked on a systematic campaign to undermine American
democracy and discredit the electoral process (Lieberman et al. 2019, Donovan et al
2021), constantly pushing false statements in person voting machines and mail-in
ballots were subject to fraud. These statements originated with then-President Trump
(via statements, interviews, and social media posting) but were then amplified across
Facebook, Twitter, and other social media platforms by the RNC, Trump’s campaign,
party elites, and partisan news outlets (such as Fox and Breitbart) (Benkler et al 2018).
Stop the Steal was a disinformation and conspiracy-based narrative that claimed that
the US was plagued by widespread electoral fraud, which laid a “justification” for
Trump to refuse to concede the 2020 election; this was, of course, contrary to existing
empirical evidence that there is no systematic voter fraud in the United States (e.g.
Wu et al 2023).70 On social media, this false narrative was tagged by supporters using
#StopTheSteal, and in the days following the election, its use exploded on Twitter and
particularly Facebook; while social media platforms tried to moderate and remove
thousands of pages and posts of false content, platforms struggled to contain the
viral movement (Donovan et al 2022, Bond and Allyn 2021). This movement would
culminate in the January 6th insurrection.

Why was Stop the Steal so prevalent? The Stop the Steal narrative went viral, for a
number of reasons. The Stop the Steal narrative was highly partisan and confirmed
preexisting beliefs and identity politics; we know from studies of disinformation that
this helps fake news spread (Osmundsen et al 2021, Mason 2018, Bail 2016). There
are a number of psychological reasons why people knowingly share misinformation,
that aren’t related to accuracy — content that is controversial, unexpected, or

10 Also see https://www.washingtonpost.com/news/politics/wp/2018/08/03/the-most-bizarre-thing-ive-
ever-been-a-part-of-trump-panel-found-no-voter-fraud-ex-member-says/



provocative is more likely to be shared (Altay, 2021, Rudat et al 2014, Chadwick et al
2017, Chen 2015). Notably, this narrative was put in place and reinforced by elites,
which bolstered its spread reach and legitimacy. On social media, internet users rely
on endorsement cues (such as likes and shares), which are fueled by engagement
based algorithms that boost disinformation (Metzger et al 2010, Li and Sakamoto
2014). Stop the Steal demonstrates how a false narrative, with no basis in truth, can
quickly reach large number of citizens and mobilize anti-democratic actors (Donovan
2021).

Disinformation about electoral integrity is not limited to the United Sates. The global
reach of social media can also demonstrate to the world how successful electoral
fraud narratives can be, taken directly from the US playbook. The Institute for Strategic
Dialogue (Craig, Simmons, and Bhatnagar 2023) examined elections between
January 2021 and January 2023 in France, Germany, Australia, Brazil, and uncovered
numerous attempts to spread voter fraud narratives. Foreign actors are also using
false narratives about voting integrity; Iran, Russia, and China both spread
disinformation about voter fraud in the 2020 US presidential election and the 2021
Canadian federal election, often by amplifying and sharing existing voter fraud posts
(National Intelligence Council 2021, Schafer 2020).

We worry such incidences undermine faith in democratic institutions. Prior research
has show that, across the world, high levels of electoral fraud are associated with less
satisfaction with democracy (Fortin-Rittenberger 2017). Norris (2019) does a
comparative study using World Values Survey data to study perceptions of electoral
integrity in established and new democracies, and finds that doubts about electoral
integrity undermine general satisfaction with how democracy works. Recent work on
disinformation in the United Sates has also shown that exposure to unfounded claims
of voter fraud undermines confidence in democratic elections, especially among co-
partisans. Clayton et al (2022) conducted a survey experiment during the 2020 US
election, to study the effect of exposure to Trump'’s claims of voter fraud on attitudes
towards democracy. They found that while attacks on election integrity don't affect
support for democratic, exposure to such rhetoric decreases trust in elections and
increases beliefs that elections are rigged among Trump supporters. In the 2016
presidential election, and the 2018 midterm elections, Albertson and Guiler (2020)
and Berlinski et al (2021) found similar results, in that exposure to claims of
manipulation and fraud reduces confidence electoral integrity but not democracy;
however, Berlinski et al (2021) also found that corrective messages from mainstream
sources do not measurably reduce the damage these accusations inflict, suggesting
electoral fraud narratives can do lasting damage.



But the risk doesn't stop there. Even more dangerously, disinformation creates false
narratives that can then be used by anti-democratic actors as justifications for further
restrictions on media freedom or the democratic process. For example, in the the US
the narrative of ‘election security concerns’ has led to the widespread introduction of
state level laws making it harder for individuals to vote (Voting Rights Lab 2022,
Brennan Center 2022). The active discussion and passage of these laws then
reinforces the concept that the election is broken, further damaging democracy. Now
both democratic and non-democratic leaders globally are executing disinformation
campaigns, persecuting journalists, and using disinformation as an excuse to further
restrict media access (Gunitsky 2017). Election integrity is a serious issue, as Sinan
Aral writes in his recent book Hype Machine, “If our elections lack integrity, no
amount of free speech or inclusion can save our democracies, because voting
protects all other rights.”

1. The Problem with Elites

“I'm more troubled by the fact that other Republican officials who clearly know better
are going along with this, are humoring him in this fashion. It is one more step in
delegitimizing not just the incoming Biden administration, but democracy generally.
And that's a dangerous path”
— Former President Obama, discussing Trump’s false claims of widespread voter
fraud!

Disinformation regarding elections can come from a variety of sources — trolls, bots,
foreign agents, everyday social media users — but what's most concerning is that
election disinformation is increasingly coming from democratic elites and leaders.
Autocrats are well known for using social media as information control and to
discredit political opposition (Gunitsky 2017). But what's alarming is this is now a
problem for democracy. Elites can use disinformation to help win reelection, promote
their policy agenda, or to avoid accountability for their performance in office (Fritz et
al 2004, Flynn et al 2017), and democratically elected politicians, leaders, and
partisan media networks with extensive reach are creating and disseminating
information effectively designed to undermine trust in democracy. This is concerning,
because generally, we know that citizens take cues from elites. Prior research has
shown individuals are more likely to trust information that is presented by experts or
political leaders (Brulle 2012, LaChapelle 2014). If elites are spreading disinformation,
itis much more damaging than disinformation by the average social media user.

" https://apnews.com/article/donald-trump-tweets-he-won-not-
conceding-9ce22e9dc90577f7365d150c151a91c7



Political parties have purposely spread or amplified misinformation during
democratic elections in Brazil (Rio 2018), Nigeria (Hassan 2019), and India (Dwoskin
and Gowen 2018). Here, disinformation surrounding elections can spread via
messaging apps, like WhatsApp, WeChat, or Telegram; a recent report by the
Computational Propaganda Project at Oxford University documents that messaging
services hosted disinformation campaigns in India, Brazil, Pakistan, Zimbabwe, China,
Iran, Thailand, and Mexico. In particular, India, the world’s largest democracy, has
witnessed democratic political parties engaging in large scale disinformation
campaigns. Multiple parties, including the governing party the BJP, run large scale
misinformation campaigns via coordinated WhatsApp groups that attack opponents
and minorities, and spread fake news; Prime Minister Narendra Modi’s own
smartphone app was also a source of misinformation (Funke 2019). A series of voter
hoaxes went viral, depicting pictures of rigged voting machines and electoral fraud,
also coming from democratic elites. Eventually, targeted disinformation In India
resulted in violence and deaths by lynching (Poona and Bansal 2019).

Elite rhetoric is already having consequences for citizens’ beliefs. The 2020 US
Presidential election was characterized by a wide scale disinformation campaign
alleging voter fraud. False and misleading claims were promoted by the president
himself (Kessler & Rizzo, 2020), and supported by party elites and conservative
funded media empires (Benkler et al 2020, Darcy, 2020). As a result, a number of
studies have found that supporters of Trump were much more likely to believe and
support lies relating to electoral fraud. Rand and Pennycook (2021) used survey data
during the election and found that a majority (>77%) of Trump voters in their sample
falsely believed that there was election fraud and that Trump won the election
(despite no meaningful evidence of voter fraud). Other studies have found similar
results, that Trump supporters increased belief in false claims.

Finally, elite networks can coordinate and manipulate the media like never before.
Billionaire elites are now influencing politics, constructing networks of wealthy donors
and controlling media empires; the Koch network in the United States used
disinformation to attach democracy (MacLean 2021). Such actors have an immense
amount of reach — Goel et al (2015) studied a billion diffusion events on Twitter, and
found that users with large audiences were the primary reason messages went viral,
opposed to individual peer-to-peer transmissions. This can also be exploited by
foreign actors — a key part of Moscow's strategy was using US media organizations
and US officials to “launder” disinformation narratives in the US in 2020. Persily (2017)
highlights the US case, and sums it up well in writing, “How does one characterize a
campaign, for example, in which the chief strategist is also the chairman of a media



website (Breitbart) that is the campaign’s chief promoter and whose articles the
candidate retweets to tens of millions of his followers, with those tweets then picked
up and rebroadcast on cable-television news channels, including one (RT, formerly
known as Russia Today) that is funded by a foreign government?” If influential and
domestic media personalities coordinate, to push the same disinformation narratives,
this is dangerous.

IV. Going Forward

Social media is here to stay, but that doesn’t mean it has to have a negative effect on
democratic elections. We know disinformation presents a significant threat to
electoral integrity, democratic legitimacy, and public trust. But knowing all the
challenges laid in this chapter, we can start to consider solutions. First and foremost,
countries need to develop comprehensive plans to address disinformation,
particularly during elections. Countries like Canada, Sweden, and Denmark
developed comprehensive national security plans to address foreign disinformation;
these plans tackled both cybersecurity but also media literacy and public resilience
campaigns (Tenove 2021, Cederberg 2018, Jeangene Vilmer et al. 2018). France and
Germany have adopted forceful electoral policies to counter misinformation during
elections (Couzighou 2021, Tworek and Leerssen 2019). Governments should also
encourage political parties follow basic cybersecurity practices, and invest resources
in combatting disinformation (Brattberg and Maurer 2018, Ohlin 2021).

Information campaigns can also counteract disinformation. One way to combat
misperceptions is by the use of “prebunking,” a new type of intervention that consists
of preemptively warning and exposing individuals to misinformation narratives and
strategies. Building on psychological inoculation theory, researchers argue that
exposing people to weaker doses of misinformation can help them develop
psychological resistance (or ‘'mental antibodies’) against such tactics (Roozenbeek
and van der Linden 2019). Pre-bunking initiatives can be simple information
campaigns, and executed by governmental or trusted organizations. In the case of
democratic elections, government or electoral officials can publish information
campaigns with accurate information aimed at preventing election fake news
(Brennan Center Report, 2022). Public information campaigns should be multilingual,
and make sure to reach underrepresented groups that are often targeted by
misinformation. Prebunking, and the use of social media more generally, should also
be seen as a vehicle for pro-democratic narratives (Repucci 2019).

Mainstream media provides an important check against disinformation, and prior
research has found an association between secure funding for public media systems



and well-informed political cultures with high levels of engagement with democratic
processes (Neff and Pickard 2021). it's clear the level of societal ‘resilience’ to
disinformation matters — cross national research indicates countries with high levels of
audience fragmentation, weak public service media, and a large digital advertising
market will face problems with disinformation undermining democracy (Humprecht et
al 2020). A long term election protection plan could include providing more public
funding support for local mainstream print and digital news outlets.

Social media platforms will need to play a considerable role in regulating content
during democratic elections. It is now clear platforms have played key role in
fostering insurrections, violence, trafficking, and electoral fraud across the globe, and
are struggling to define and consistency execute content moderation policies (Wall
Street Journal: Facebook Files, 2022). In the long term, there will need to be more
regulation of social media companies; in the short term, however, this is complex, for
a number of reasons. Economic incentives rule platform activity —platforms are for-
profit entities; algorithms used by these companies maximize engagement (to gain
advertising revenue), not accurate information. The economic clout and lobbying
capabilities of powerful tech companies also make it difficult to hold platforms to
account. Media regulation is also sensitive in liberal democracies because of potential
impacts on freedom of expression; this problem is exacerbated if political parties are
sources of disinformation.

Large scale regulation revolves around to what extent to make platforms responsible
for content. Debates in the US have been focused on modifying Section 230 of the
Communications Decency Act (CDA), but this will be challenging and perhaps have
adverse effects; instead, ancillary and independent regulation is more promising
(Hwang 2020) and regulation can take many forms (Rochefort 2020). Meanwhile
Europe is an example of innovation in social media regulation. Germany was notable
for passing legislation that holds platforms accountable for unlawful content, and the
EU GDPR establishes a comprehensive framework for consumer privacy and data
protection (Fukuyama and Grotto, 2020) that apples to all member states. More
generally, any regulation should be independent from both partisan actors and
leadership of the dominant social media companies (Epstein, 2021)

While regulation is development, it is important for governments, journalists, and the
public to keep pressure on social media firms (Margetts 2019). This should be
focused on two dimensions. First, to incentivize platforms to hire more foreign
language staff for developing countries, invest in content moderation, and develop
strategies to protect democratic elections (Brennan 2022, Wall Street Journal
Facebook Files). Second, to pressure social media firms for more transparency,



including the disclosure of platform data directly to the public or to researchers
(Panditharatne 2022, MacCarthy 2022). Content aimed at voter suppression efforts
can be moderated and removed by social media platforms. Facebook and Twitter in
particular have already removed thousands of fake posts, ads, and accounts that
relate to voter suppression and intimidation during US and elections worldwide; but
platforms must continue to aggressively police election disinformation.1213

Conclusion

All this is not to say that social media is always bad for democracy or elections. It can
be used to improve electoral participation, e.g. via voter turnout initiatives (Bond et al
2020) and electoral campaigns (Jungherr et al 2020), give underrepresented groups
a voice in politics and it can foster large scale social movements, ‘hashtag activism,’ or
regime protests (Jackson et al 2020). But disinformation during elections is here to
stay. And it's clear that there are democratic norms that need to be slowly rebuilt.
Politicians or parties that spread disinformation should be held accountable at the
ballot box, and rhetoric that is both partisan and anti-democratic should not be
mistaken for polarization. Given the challenges highlighted in this chapter, ultimately
there must be consequences for spreading disinformation, particularly for democratic
leaders and elites.

But forewarned is forearmed — by understanding the threats disinformation poses for
democratic elections, we can better insulate ourselves from the negative effects of
social media. Widespread information campaigns and digital literacy, more resources
invested during elections to counteract cyber influence efforts, funding public media
and professional journalism, and holding platforms accountable for disinformation
are all ultimately achievable policy solutions to help protect democratic elections.

12 https://www.washingtonpost.com/technology/2018/11/02/how-facebook-twitter-are-rushing-stop-
voter-suppression-online-midterm-election/

13 April Glaser, Twitter Removed 10,000 Bots Pretending to Be Democrats Telling Other Democrats Not
to Vote, SLATE (Nov. 2, 2018, 6:28 PM), https://slate.com/technology/2018/11/twitter-removed-bots-
pretending-democrats- discourage-voter-turnout.html.
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